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JOB DESCRIPTION

JOB TITLE:  Information Assurance Engineer – Level 2
REPORTS TO:  

CLASSIFICATION:  Exempt
LOCATION:  Dumfries, VA

JOB CODE: SEVA-080210-01
SUMMARY:  Responsible for providing IA and security engineering support to various Marine Corps programs.  Responsibilities include, but are not limited to, system IA, certification and accreditation (C&A), documentation, security testing and vulnerability remediation.
DUTIES AND RESPONSIBILITIES:  The Information Assurance Engineer responsibilities include:

· Analyzing complex network and IA systems in unclassified and classified environments for compliance with DoD and industry best practices security configuration requirements 
· Performance of C&A workflow in accordance with DIACAP requirements 
· Preparation of system-related DIACAP artifacts 
· System security engineering 
· Preparation of security test plans and their execution 
· Remediation of system vulnerabilities 
· Preparation of IA documentation 
QUALIFICATIONS: 

Required:

· Bachelors degree in related discipline plus four (4) years of related experience
or
· Eight (8) years of related experience 
· Depending upon engineering discipline, a combination of vocational and/or military certifications plus three (3) to five (5) years experience may be substituted for degree.
· CISSP Security certification

· Experience with Marine Corps IA Certification & Assurance processes
Desired:

· Experience with Marine Corps Systems Engineering processes and policies

· Experience with Marine Corps programs

REQUIREMENTS:

· US Citizen

· Background check
We are an Equal Opportunity Employer
